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CHAPTER 2 - ACCOUNT MANAGEMENT

he Account Management module provides tools for managing individual user accounts,
profiles, privileges, roles, and passwords. The module also provides access to the Order
Management tool that is designed to help researchers create and/or manage BioSample
orders.

2.1 OBJECTIVE
This chapter provides information for users on how to:

% Account Management: o View
My Profile o Edit My Profile o
Change Password o Upload
Documentation o Request

Additional Privileges
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2.2 MODULE NAVIGATION
The Account Administration tools (including study administration) are available within the Account
Management module.

To access the Account Management module, perform the following actions:

1. Log in to the system.

2. Navigate to the Workspace landing page.

1 Home rh - ProFORMS GuUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
o Modules: Building Blocks for the Research Life Cycle
e There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and coliaboration among the research communities, as well as, provide a
of web-based 1ools that support data definition, data contribution, and data access throughout the research life cycle.
My Dashboard
/Admin Dashboard
| Module Overview
ProFoRMS Data Dictionary Data Repository
Query Meta Study Account
Management
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3. Click the Account Management module icon.

| woncspace [ T U —
Workspace
Modules: Building Blocks for the Research Life Cycle
There are a varie \ I key software modules camprisin 1 his syslem These m \m u; M the wision of interconnectivity and coliaboration amang the research communities, as well as. provide a combination of
akity and downloadable tools that s ort data definition, da nd iccess throughout the research ife cycle
mnnmm
Admin Dashboard
I.dukmlul
ProFoRMS GUID Data Dictionary Data Repository
e
Query Meta Study Account
Management

4. Click the Account Management menu using the left side menu to navigate through the sub-menus.
With the Account Privileges available to all users, the following is displayed::

Account Management

[ My Profile ]

Change Password

Request Additional
Privileges

Things to Note:
ICON KEY "7 Use the left side menu to navigate through the module.

Notes
"7 Important

Information
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2.3 ACCOUNT MANAGEMENT
The Account Management module houses the features to:

% View My Profile
¢ Edit My Profile

** Change Password

3

%

Upload Documentation

*
X4

L)

Request Additional Privileges
All BRICS users have access to the Account Management module; however, your role determines what you
can and cannot do within the module.

2.3.1 View My Profile
When logged into the system, a user may access the My Profile page at any time.

To display My Profile, perform the following actions:

1. Login to the system.

2. Navigate to the Account Management module from your Workspace.

[ wornspace | ProFoRM S GUID Data Dictionary Data Reposrory Query Meta Study Account Management

Workspace
Modules: Building Blocks for the Research Life Cycle
There are a varisty of key software medules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as. provide a combination of
web-based func ionakity and downloadable tools that support data definition. data contribution, and data access throughout the research life cycle
My Dashbaard

Admin Dashboard

| Module Ovarview

ProFoRMS GUID Data Dictionary Data Repository
e
Query Meta Study Account
Management
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3. Click on the My Profile link to display your Account Profile.

Account Management

My Profile <

Change Password

Request Additional
Privileges
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%+ Home ProFoRMS GUID

Data Dictionary

Data Repository

4. The My Profile page displays as seen below.

Account Management

Account Privileges

NIH Federal Identity:

My Profile
Account Management y
Username: tester1

First Name: Tect
Change Password Middie Name:
Request Additional
Privileges 1

Affiliated Institution:

Phone Number: +11111111111

Query

Account Status: Active

Street Line 1: 123 Mair

City: £
Country:
Postal Code: 2

No data available in table

Search' w
PRIVILEGE STATUS $ EXPIRATION DATE 9
Account Active No Expiration Date
Data Dictionary Active 17-Jun-2020
Data Repository Active 17-Jun-2020
GUID Active 17-Jun-2020
Meta Study Active 17-Jun-2020
ProFoRMS Active 17-Jun-2020
Query Active 17-Jun-2020
Showing 1to 7 of 7 entries First Pravious l Next Last
Permission Group
Search: v‘v I

A
v

PRIVILEGE STATUS

Showing 0 to 0 of 0 entries

Existing Files

" MTH Download mr\
FILE NAME

Account request for FITBIR Stage testing.docx

FILE TYPE

Other Change File Type

4 DATE SUBMITTED

2019-06-17 Delete

First Previous Next Last

Search: v

<

Showing 11to 1 of 1 entries

Electronic Signatures
FILE NAME

tester1 esig 2019-06-17.pdf

COMPLETE DATE/TIME

2019-06-17 11:44

First Previous 1] Next Last

A
v

Showing 1to 1 of 1 entries

First Previous [1] Next Last
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2.3.2 Edit My Profile
When logged into the system, a uset’s account profile can be changed using the Edit My Profile option.

To edit your profile, perform the following actions:

1. Log in to the system.
2. Navigate to the Workspace.

1 Home Works ce ProfoRMS GuUID L 002 a R ory Query Meta Study Account Management
Workspace
: Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the wsion of inferconnecinity and collaboration among the research communities, as well as, provide 3
of 4 and fools that support data definiion. data contridution. and dats access roughoul the research bfe cycle
My Dashboard
Admin Dashboard
Module Overview E
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management
3. Select the Account Management module.
1t Home [— ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as. provide a combination of

web-based functionality and downloadable tools that support data definition. data contribution, and data access throughout the research Iife cycle

0 ©

My Dashboard
Admin Dashboard
| Module Overview |

ProFoRMS GUID Data Dictionary Data Repository
‘
Query Meta Study Account
Management
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4. Click on the My Profile link.

Account Management

My Profile

Change Password
Request Additional
Privileges

Request Account
Renewal

5. Click on the Edit My Profile icon to display the Edit My Profile page.

M Home Workspace ProFoRMS GUID Data Dictionary Data Repossory Query Meta Stody

Account Management

My Profile
Account Management y ke
Username: testert Account Status: Active - K1

_llv Profile | First Name: Tost StreetLine 1: 123
Change Password Musdle Name: CRy: Bemesda
Reguest Additional Last Name: Country:

Privieges E-Mait: 105! MO0« Postal Code:
Afliliated insttution: | TBRICS State: 1
Phone Nember: + 1111111 1 Phone: < 111111118
Nii Federal Mentity: 'ione 5y
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6. Enter the profile information you wish to edit including any contact information as needed and click
the Update Profile button to update your profile.

1 Home Workspace FORMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile > Edit My Profile
Account Management
Edit My Profile

Please provide your preferred contact information:

Change Password Username : tester1
Request Additional NIH Federal Identity :
Privileges

First Name *: l Test i

Middle Name : [ \

Last Name * : | Account I

E-Mail*: | testing@yahoo.com |

Affiliated Institution” : I NIH/CIT/BRICS |

Street Line1*: l1g3Malq Street ‘

Street Line 2:

City*: erethesda \

Country *: [ United States of America VI

Postal Code * : I 20892 ‘

State*: [ Maryland v

Phone”: [ 1111111111 ]

Briefly describe why you are | Test account|
requesting access to the
system. Explain how you

intend to use the system and

your intentions for data
submission and/or data
access *:

UPDATE PROFILE  [Rexils:]]
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2.3.3 Change Password

When logged into the system, a uset’s account password can be changed using the Change Password
link on the left side menu. This may be performed at any time to enhance security as necessary or
for any other personal reason you would like to change your password.

To change your password, perform the following actions:

1. Log in to the system.
2. Navigate to the Workspace.

% Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile
Account Management y >
Username: testert Account Status: Active 4

My Profile First Name: Test Street Line 1: 123 Main Street

Change Password Middle Name: City: Bethesda

Request Additional Last Name: Account Country: United States of America

Privileges Postal Code: 20892
Affiliated Institution: NIH/CIT/BRICS State: 11D
Phone Number: +11111111111 Phone: +11111111111

NIH Federal Identity: None Specified
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3. Select the Account Management module.

P vorkspace |

ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
m Modules: Building Blocks for the Research Life Cycle

My Dashboard

There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as. provide a combination of
web-based functionaiity and downloadable tools that support data definition. data contibution, and data access throughout the research Iife cycle
Admin Dashboard

ProFoRMS

GUID Data Dictionary Data Repository
g
Query Meta Study Account
Management

4. Select the Change Password tab.

a. The New Password textbox expands to display the password creation standards
that must be followed when choosing a new password.

5. Eanter your Current Password, New Password, and Confirm Password in the text
boxes to confirm your new password.

6. Click the Change Password button.

a. The password change takes effect immediately and must be used when logging into
BRICS again.

Account Management

_ Change e
Account Management

To change your password, please enter your current password, then select a new password

My Profile

Current Password * :

[ Change Password ]

New Password " : |

Request Additional

Confirm Password * : [
Privileges

CHANGE PASSWORD el
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7. If you decide to leave your change password screen without submitting a new password
request, click on the Cancel button.

ICON KEY
Ed Notes
Important
Information
Things to Note:
= Passwords are case sensitive and consist of 8-15 alphanumeric characters

including at least 3 of the following different kinds of characters: capital letters,
lowercase letters, numbers, and/or special characters.

= Passwords display as dots for security purposes. Make sure to enter your
password carefully.
= Your old password may re-appear in the Password field if you have not

cleared your browset’s cache/histoty, especially if you had previously opted to save
the password in the field. Make sure you are entering the new password before you
attempt to log in. If unsure, clear the cache/history and log in again with the new
password.
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2.3.4 Upload Documentation

To upload documentation, perform the following actions:

1. Log in to the system.

2. Navigate to the Workspace and select the Account Management module.

[ worspace D GuUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
Modules: Bulldlng Blocks for the Research Life Cycle
Tnere are a variety of key software modules comprising this system. These moaules SUpport the vision of interconnecivity and Collaboration amonyg the research communities, as well s, provide a combinatien of
web-based funconalty ang downioadable 1ools that support data Gefinrion, Jata ConiMBUON, and data acCess tIUJNOU: the research e cycle
u,n.m
Admin Dashboard
ot e E
ProFoRMS GUID Data Dictionary Data Repository
e
Query Meta Study Account
Management
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3. Click the My Profile link.

Account Management

My Profile < ]

Change Password

Request Additional
Privileges

4. Select the Add button in the Existing Files oroup.

Existing Files
[0 | —
FILE NAME FILE TYPE
Account request for FITBIR Stage testing.docx Other Change File Type

Search: w |
4 DATE SUBMITTED $

2019-06-17 Delete

Showing 1to 1 of 1 entries

First Previous ‘T| Next Last

5. Select the File Type from the drop-down menu.

| Add User File

Upload Supporting Documentation
Please upload your signed administrative documentation to support your request here.
- Select One -
- Select One -

File Type*: |

Account Documentation
Annual Review
CV/Biographical Sketch
Data Access Request
Data Submission Request

CANCEL UPLOAD |

Dictionary Documentation
Other
Study Documentation

1 0of 1 entries
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6. Click on the Browse button to select the documentation from the desired location on
your computer and then click the Upload button to complete the document upload
process.

Add User File x

Upload Supporting Documentation
Please upload your signed administrative documentation to support your request here.

File Type* : [Other v]

) Growse . | No file selected.

CANCEL UPLOAD
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2.3.5 Request Additional Privileges

To request additional privileges, perform the following actions:

1. Log in to the system.

2. Navigate to the Workspace landing page.

e WETTRWRN . coRMS  GUID  DataDictonary  DataReposioy | Guery  MetaStudy  AccountManagement

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a vanety of key software modules comprising this systam These moduies suppart the vision of interconnactivity and collaboration among the research communities as well as_ provide a combination of
web-based functionaiity and downioadable tools that support data definion. data contribution. and data access throughout the research ide cycle.

@

ProFoRMS GUID Data Dictionary Data Repository

i —

Query Meta Study Account
Management

Admin Dashboard.

Moduls Overview

3. Select the Request Additional Privileges link on the left side menu.

Account Management

My Profile ]

Change Password

Request Additional

Privileges _
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4. Select the desired permission by clicking on the check box beside the specific privilege and then
select Request Privileges.

Request Additional Privileges

Account Priviloges

Tewch w
PRIVELEGE STATUS § EXPRATION DATE
Account Active Mo Expeation Date
Data Dichonaey Achve 17-Jun-2020
Data Reposhsry Active 17Jun-2020
GuUO Actiee T7-Jun-2020
Mata Suay At 17.Jun-2020
Pyof ofons Actrew 17Jun-2020
Query Active 17-Jun-32020
Showing 110 7 of 7 entnes ¥ Provious (1| Net Lant
Permussion Group
Search »

Peo data avaktadio n tatie

Showng 010 0 of 0 ennes t s Nt

Request Additional Privileges

documentanen 1o be upicaced

< Data Submitier VWAIh ProfoRM S <1 Data Accessor
Duta Submitser Without Prof oM S Other
Account . Alows sl 10 10g o system, manage profile and pa: , #8d upload doc

Dictionary - Veew and submit requests to create of edit data elements and form structures

y - Croate and Atudus research data; vakdate, sgsoad and download dstasets
0 - Create and vew study subject Global Unigee identifiers (GLEDs)
Study - Create and adenimester Meta Studies contaiming research data, upload and download stedy documentation and data artfacts
ProFoRMS - Croate, design, and administed forms Sof prospectve data Colection

Query  View, hilter, and downdoad research data by stedy

Specific Permission Groups
P 93 Your request will D¢ sudmiled 15 the Data Access Commuliee for review Plesse note it regquesing Gala access requires an
documentston 10 be uploaced

stk the dats Groups for whech you ace requesting
DOMINISYIIONS ADOIOVE ANG N 30mMe Cases. wil reguire »

Dr. Kenney - Omega-3 PTH study - largeted Aleration m omega J and omega § tatty acids for post traumatc headache Nutrition for PTH

Prectis Acoount Group - This group contams users who have ALL permmsions 1 lest

Federated Sdes

Foderated sie 3cCR33 requres you 10 apply Mirough an edernal site. Once access has boen granted hom e site, your request will De aggroved hece

> T

You My request AOANONA! DIVIEgRE Dy SHBCENG BN ACCOUNT 1ole NOM Delow Pleass nobe INat reqUESING DINISOES FEQUIES &N SOMINISITAICTS APDIOVE! Mg in SOME Cases. will regurs 203t0ns!
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